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The internet and us s

The internet and us

Guided by Sean & Nichola
Northumbria Police

Safeguarding Community Advisors
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The internet and us

Why do we go online?

Children and young people go online to connect with friends, and make new ones,
to browse the internet for information, chat with others and play games.
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The internet and us

Why do we go online?

Children and young people go online to connect with friends, and make new ones,
to browse the internet for information, chat with others and play games.
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Where our
information goes...

World Wide Web

It we look at the world wide web like
a spiders web, every thing we do on
the Iinternet Is caught In an Invisible
web In the sky — It never disappears!
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What do we share online?

@ Memes cf Interests
=< Selfies ¢ i3

sVideos@® Y

Family Photos ®

Are these safe
to share!
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What do we share online?

Some things are ok as long as we are
not sharing any personal information for
example, something that we would not

> walk up to a stranger In the street and
N Memes ® Interests tell them. Have a look at the next slide
g n = _Selfies ¢ i3 LD {0 understand personal information
Are these safe 3 4 OV‘d 3, <=
- E w VI €0S 0 g < mmo O
to share: v ¥ Family Photos ®mm & o .3
T O * 3 a3 ® v
e+ wd e O
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The internet and us

What is ‘Personal’ information?

Personal information is anything a
stranger can use to identify you. It Is
information that Is particular to you
or your family...
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What is ‘Personal’ information?

SELFIE - Could be taken In
your school uniform or next
to your street sign which tells
a stranger which school you
attend or where you live

VIDEO/ LIVE STREAMING -
It you do this whilst gaming

it could show you entering
passwords on your game. Live
streaming whilst walking home
from school again could show
school badges or street names.
You must always be aware of
who or what else may be In the
background of the video

CHECK INS - This could be
at a sports club you attend
or a park you visit with
friends. By tagging yourself in
certain locations you attend
frequently a stranger would
know your location.

\‘“' Ill/ 7

%///2’,;;”]\'\\%&\\\\\

Personal information is anything a
stranger can use to identify you. It Is
information that Is particular to you
or your family...
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Gauge the age

Let’s test you! See
i you can guess
the correct age
for these apps!
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Gauge the age

You Tube Watch, create,
comment, live stream

Facebook; social app, live
stream, message - location

Snap Chat, messages,
videos, stories - location

Houseparty,
video chat app

Instagram, pictures, videos,
ive stream - location

Discord, text and chat,
talk to other gamers

Tik Tok, short videos, live
stream, comment

Kik, Message, videos -
meet new people!

Let’s test you! See
I you can guess
the correct age
for these apps!
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Gauge the age

Let’s test you! See
i you can guess
the correct age
for these apps!
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Gauge the age

Zoom video
chat app

WhatsApp, Messages,
videos, - location

Let’s test you! See
i you can guess
the correct age
for these apps!
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Gauge the age

Z0oom Vi. €
chat app

WhatsA. , " iessages,
videos, - | . .o

Let’s test you! See
i you can guess
the correct age
for these apps!
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The internet and us

Breaking the rules

So why do some young people not follow internet safety advice!
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The internet and us

Breaking the rules

So why do some young people not follow internet safety advice!

§ | want to be famous

What difference does

| won't get as many likes
§ it make anyway?

if | can't share to public

My game is no fun
if | cant talk to people

§ My friends do it
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The internet and us

Breaking the rules

So why do some young people not follow internet safety advice!

a\ | want to be famous

(@)

What difference does
it make anyway?

|l wont get ¢~ ———-"*"---
oW if I cant shi \\e understand young people do
not always follow the safety advice
but you need to understand why
the advice Is there and what could

wads happen if you do not follow it.
ALWAYS think about what you

My game is no fun
if | cant talk to people

are posting and who will see ft!
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Could | be commiting a crime?

Sarah Is at Jane’s house for Jane’s | 3th birthday party. Sarah is recording everyone
having a good time and puts the video on social media. Sarah receives a comment
saying that you can see in the video, Jane’s little brother getting changed for bed in
his underwear. Sarah leaves the video on as Jane’s little brother is only seen for a
few seconds. Has Sarah committed a crime?

James has seen a rude video on his social media. He shares the video to his friends
oroup. Has James committed a crime?
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Sarah is at
having a g
saying that
his underw
few secon

James has |
oroup. Has

Could | be commiting a crime?

Sharing rude images of children (someone under |8 years old) on the
internet is against the law even If it is you in the picture.

The circumstances behind each crime are different which means you may
not always be arrested. However a crime will be recorded on the police
systems. The police can take your devices and reset them back to factory
settings to remove any unsafe content on your devices in order to protect
you and others.

Bveryone
omment

or bed In

en for a

his friends

Z
Z

3

hOuc?'

llll I I\\\\\

A\

N
S\



http://www.northumbria.police.uk


The internet and us

4
(=)
)
-]
L
C
<
w0
2
>

1
-

Younger sister Older brother's Xbox account
—»

Shoulder

Surfing

You are too young to have your own Xbox live account but you have watched your older brother put in his password

to his live account and remembered It. You sneak In to his room and access his live account and chat facility.
IS THIS OK?

000
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Accessing a device in this way is an offence under Section | of the
Computer Misuse Act 1990

Younger sister Older brother's Xbox account

You are too young to have your own Xbox live account but you have watched your older brother put in his password

to his live account and remembered It. You sneak In to his room and access Qiglive account and chat facility.
IS THIS OK?

Using someone

else’'s password Accessing a

device without

without their
pDermission

knowledge
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The internet and us

Consequences

Please remember that not only do we have laws specific to misusing a computer,
laws In society can also apply to your behaviour on the internet including
threatening and bullying communication.
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Consequences

Please remember that not only do we have laws specific to misusing a computer,
laws In society can also apply to your behaviour on the internet including
threatening and bullying communication.

Young people getting involved with cyber crime could face:

® A visit and warning from police or ® A penalty or fine
National Crime Agency officers
® Being arrested
® Devices can be seized, all content

deleted and the device restored ® Ubp to life in prison for the most
back to factory settings serious offences
® Computers being seized and being ® Or all of the above!

prevented from accessing the
Internet
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Consequences

Please remember that not only do we have laws specific to misusing a computer,
laws In society can also apply to your behaviour on the internet including
threatening and bullying communication.

Young people getting involved with cyber crime could face:

® A visit and warning from police or ® A penalty or fine
National Crime Agency officers

® Being arrested

® Devices can be seized, all content

deleted and the device restored [t I1s important to know a criminal
back to factory settings record could affect education and future
career prospects, as well as potential
e Computers being seized and being future overseas travel. If you are ever

prevented from accessing the In any doubt about something on the
internet internet, speak to a trusted adult.
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Consequences -
For more information

Please remember that not only do we have laws specific to misusing a computer,
laws In society can also apply to your behaviour on the internet including CLICK HERE

threatening and bullying communication.

https://www.nationalcrimeagency.gov.uk/what-
we-do/crime-threats/cyber-crime/cyberchoices

Young people getting involved with cyber crime could face:

® A visit and warning from police or ® A penalty or fine
National Crime Agency officers

® Being arrested

® Devices can be seized, all content

deleted and the device restored [t I1s important to know a criminal
back to factory settings record could affect education and future
career prospects, as well as potential
e Computers being seized and being future overseas travel. If you are ever

prevented from accessing the In any doubt about something on the
internet internet, speak to a trusted adult.
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The internet and us

Red Flags

Before posting online 1t could be good to ask yourself..
If | post this could | upset someone!
Could someone identify me from what | post?

Would | be unhappy for my gran, parents or teachers to see my post!

Would my post give a negative impression of me?

| am unsure if | have privacy settings in place to protect the things | share!?

2 1 1 0 B
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Red Flags

Before posting online 1t could be good to ask yourself..

T your answers are yes to any of these
then maybe you should think again
about sharing it. Remember; anything
you share online can be there forever.

If | post this could | upset someone!

Could someone identify me from what | post?

Would | be unhappy for my gran, parents or teachers to see my post!

Would my post give a negative impression of me!

| am unsure if | have privacy settings in place to protect the things | share!?

2 1 1 0 B
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The internet and us

Is the internet
really that big?

Every
60 Seconds

-_————_
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Is the internet
really that big?

OEBOOK users gp,
?B‘so,ooo messqgq e:"e

This i1s known as our digital P \‘

footprint. VWe leave a ( Every = %

footprint in everything we 60 Seconds - )
-

do on the internet.
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Who will see...

Do we know where
our information goes!?
Click on the screen image
to watch a short video



http://www.northumbria.police.uk

https://www.bbc.co.uk/programmes/p06z2k9c

C pep

T
~a‘$\
N
=
o
-
-
==
[ e
=
0
2
>

The internet and us

aly
§‘\\ \ N'o
=0
-2,??‘\‘\ 7S
]
//////I/Il"\\\\\\\
[ ]

< Messages

Take a look at this text chat. Does
the chat contain any information that
could be dangerous? Have a discussion
to decide at what point you might stop
the conversation and what will be your
next action to keep yourself safe!
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< Messages ( Messages < Messages

Hi | seen u tagged yourself That’s a great pic <
on hol last week. Bet u
have a nice pic by the pool

ww.castlew.com.co/

Yeah but didn't feel 14949438

U just beat me on Castle comfortable putting it on

World, ur really good as I'm in my swimming stuff m

Aw thanks. How u get Itll be cute. Why dont
my number?? you send it to me and

I'WL see if its ok? It's a link that will get

u a million castle coins

Its on ur profile silly! for free v ©

Ur Profile pic is nice ©

Oh wow!! I'Il have

Send Send

O O
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Alarm Bells!!
Did you spot any of

|. A stranger has initiated the conversation the warnings signs in

2. Profile - child’s gaming profile information is open to the public the text conversation:

3. Location detalls active - a stranger is able to identify holiday activities and
opportunities to take advantage of the child

4. Grooming - the stranger Is sending flattering messages and supportive
messages to trick the child into sending an image

5. Grooming - the stranger is sending a flattering reply to make the child feel
special. This may make a child more likely to send more images If asked -

Tricking the child

6. Unknown internet links - may be a virus or harmful content etc. Check web
address to see If it looks suspicious (ww/ .com.co)

7. Reward - offering a reward to do something
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Alarm Bells!!
Did you spot any of

|. A stranger has initiated the conversation the warnings signs in

2. Profile - child’s gaming profile information is open to the public the text conversation:

3. Location detalls active - a stranger is able to identify holiday activities and
opportunities to take advantage of the child

4. Grooming - the stranger Is sending flattering messages and supportive
messages to trick the child into sending an image

5. Grooming - the stranger is sending a flattering reply to make the child feel
es If asked -

special. This may make a_child more likely to send more imag

Iricking the child It something feels wrong then it most

nternet lin ikely 1s. Speak to a trusted adult who ck web
can help in these situations and NEVER

arrange to meet anyone you have only
00 :
SIS et on the internet.
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Pressure!

There are lots of different reasons why people

may feel like they have to send information
or pictures to someone on the internet. It Is

important to remember to talk to a trusted
adult and never be pressured to do so.
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The internet and us

Pressure!

There are lots of different reasons why people
may feel like they have to send information

or pictures to someone on the internet. It Is
important to remember to talk to a trusted
adult and never be pressured to do so.

Blackmail

000
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Pressure!

There are lots of different reasons why people
may feel like they have to send information

or pictures to someone on the internet. It Is
important to remember to talk to a trusted
adult and never be pressured to do so.

Blackmail Bullied Peer Pressure Tricked Forced

Demands to do Hurtful behaviour Influences / pressure Making you do Making you feel you

something with that happens from other young something that you have no choice
threats If you don't repeatedly with an people to do do not realise you

imbalance of power something are doing

or strength
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Why people want my information

|. Identity theft - to pretend to be someone else

2. Financial —to buy goods or create debt in your name

Full
3. Burglary — If you tag yourself on vacation people Name

know your house Is empty

4. Fake profiles — creating a social media account
bretending to be you and being unkinc

5. Tofind you
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|. Identity theft - to pretend to be someone else
2. Financial — to buy goods or create debt in your name

3. Burglary — If you tag yourself on vacation people
know your house Is empty

4. Fake profiles — creating a social media account
bretending to be you and being unkinc

5. Tofind you

The information we leave on the internet
s like jigsaw pieces that make up who
you are. [ he more pieces we leave

then the easier It Is for strangers to use
that information for bad. Let's lock our
information away and keep ourselves safe,

Why people want my information

Full
Name
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End Quiz

|.What should you do if a stranger asks you to send a picture 3. If you post something on the internet, who may be able to see it?
of yourself to them? O Only your friends
(O Do not send any pictures and tell an adult straight away O Just yourself
(O Send the picture if you think you know them O Anyone
(O Send the picture even though they're a stranger O Only your family
O lgnore it
4.Someone in your class has sent around an embarrassing photo of
2.Who should you accept friend requests from online!? another classmate.VWhat should you do with it?
(O Anyone (O Show your teacher and say what has happened
(O A friend of a friend (O Forward the photo onto other people
(O Someone you think you've met before (O Save it to your phone so you can embarrass them again later
(O Only from people you definitely know (O Laugh at the photo with your friends

000
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End Quiz

|.What should you do if a stranger asks you to send a picture 3. If you post something on the internet, who may be able to see it?
of yourself to them? O Only your friends
«) Do not send any pictures and tell an adult straight away O Just yourself
(O Send the picture if you think you know them @ Anyone
(O Send the picture even though they're a stranger O Only your family
O lgnore it
4.Someone in your class has sent around an embarrassing photo of
2.Who should you accept friend requests from online!? another classmate.VWhat should you do with it?
(O Anyone «) Show your teacher and say what has happened
(O A friend of a friend (O Forward the photo onto other people
(O Someone you think you've met before (O Save it to your phone so you can embarrass them again later
«) Only from people you definitely know (O Laugh at the photo with your friends

000
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End Quiz

5. One of your friends has posted a video of you on the internet /.A classmate tells you that somebody has been calling him
and you don’t like it. You’ve asked them to take it down but mean names on an online game.What should you do!?
they’ve said no because it’s funny.What should you do?

(O Tell your teacher or another adult

(O Keep asking your friend until they take it down O Tell him to call the person mean names back

(O Speak to an adult and say why you don't like it O Tell him to just ignore it and let it go away

(O Leave it — you can't do anything else about it O Tell him to stop playing games for a while

(O Post a video of them to get them back

8.Who can you share your passwords with?

6.Your friend tells you that she is talking to a boy online and she O Your friends

is going to meet him at the weekend.What should you do!?

(O Volunteer to o0 with her O Nobody — you should keep them to yourself

(O A trusted adult in your family for safety reasons

(O Let her go on her own
(O Your teacher

(O Tell an adult straight away
(O Tell your other friends
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End Quiz

5. One of your friends has posted a video of you on the internet /.A classmate tells you that somebody has been calling him
and you don’t like it. You’ve asked them to take it down but mean names on an online game.What should you do!?
they’ve said no because it’s funny.What should you do?

«) Tell your teacher or another adult

(O Keep asking your friend until they take it down O Tell him to call the person mean names back

&) Speak to an adult and say why you don’t like it O Tell him to just ignore it and let it go away

(O Leave it — you can't do anything else about it O Tell him to stop playing games for a while

(O Post a video of them to get them back

8.Who can you share your passwords with?

6.Your friend tells you that she is talking to a boy online and she O Your friends

is going to meet him at the weekend.What should you do!?

(O Volunteer to o0 with her O Nobody — you should keep them to yourself

«) A trusted adult in your family for safety reasons

(O Let her go on her own
(O Your teacher

«) Tell an adult straight away
(O Tell your other friends
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End Quiz

9.You’ve gone on a gaming website and it asks you to |0.You need to create a password for a website.VWhat
download a link before you play.What should you do!? should you use?

(O Show the link to an adult and ask them if it's safe (O Your full name (e.g. jacksmith)

(O Download it anyway (O Part of your name and a number (e.g. jack|23)

(O Don't download it, it must be illegal (O Three random words, number and punctuation

O Ask your friends what to do combination (e.g. pastabookfrog)

(O A nickname that your friends call you (e.g. jumpingjacks)
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End Quiz

9.You’ve gone on a gaming website and it asks you to |0.You need to create a password for a website.VWhat
download a link before you play.What should you do!? should you use?

«) Show the link to an adult and ask them if it’s safe (O Your full name (e.g. jacksmith)

(O Download it anyway (O Part of your name and a number (e.g. jack|23)

(O Don't download it, it must be illegal «) Three random words, number and punctuation

O Ask your friends what to do combination (e.g. pastabookfrog)

(O A nickname that your friends call you (e.g. jumpingjacks)

Well we hope you got your answers
correct and you enjoyed this awareness
lesson. Try to remember all the information
that will keep you safe on the internet.

There are also some extra support links on
the next slides. Goodbye and safe surfing.
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Social media privacy help!

Facebook.com en.help.roblox.com
u |
Support.twitter.com c Support.google.com
I f .i I Help.instagram.com 8 Support.snapchat.com
Youtube.com d TikTok.com
TikTok
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https://en.help.roblox.com/
https://help.twitter.com/en
https://support.google.com/
https://help.instagram.com/
https://support.snapchat.com/
https://www.youtube.com/
https://www.tiktok.com/en/
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Who can help?

nwy

«\"UMQ

5ahts NORTHUMBRIA

POLICE

THINK A
Uil 7/,
KNO /

.co.uk IIIII/I/II //)

Ao1cé

A National
Crime Agency
command

Click on the logos above to take

Others who can also help.“ you to the website for more help

and information. Remember you
can also seek help from your

% school or a trusted adult.
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https://www.ceop.police.uk/Safety-Centre/How-can-CEOP-help-me-YP/
https://beta.northumbria.police.uk/advice-and-info/
https://www.bbc.com/ownit/take-control/own-it-app
https://www.thinkuknow.co.uk/11_13/
https://www.childline.org.uk/info-advice/
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